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Emergency Management in Large Infrastructures

New Challenges in Emergency Management -

Increasing complexity

= Critical Infrastructures (Cl) are large and
complex technical systems

= CI have to be managed under normal,
exceptional, and emergency conditions

= Emergency Management (EM) in - |
Critical Infrastructures means detecting F_ A

potentially dangerous events and acting e -
fast on them :
= Quick and adequate reactions are key

factors for a safe and efficient operation
of Cls

The combination of EM concepts and
Innovative Information and
Communication Technology (ICT) can

help in this situation. 'A AMBERG
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Emergency Management in Large Infrastructures

Current Situation

alarm avalanches
insufficient interpretation support

data processing
hard wired
hard to maintain

lolol

—
Sensors + actuators: different kinds, distributed, basic data
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New Opportunities for Emergency Management
CRITICAL INFRASTRUCTURES

complex heterogeneous A depen’dent'j'ﬂ

f
- dynamically '
cost optimized vulnerable . changing !

C emclg

Emaergercy Marnagernmeaent imn Larges Infrastructures

ubiquituous : mod ular/ complex semantic
services models

Web of event
things + sensors processing

V.

WEB /ICT TECHNOLOGIES
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Emergency Management in Large Infrastructures = fmergency Managementin Large Infrastructures

Project co-funded by the European Commission
Seventh Framework Programme (2007-2013)

Project No. FP7-SEC-2009-1 W Eraunhofar
Period 2010-2012

SKY! m

= Total budget 4°004'055 €

dme
Partners
= Fraunhofer IAIS (Germany) SEVENTH FRAMEWORK I
= SKYTEC AG (Germany) EREHEREE
= Amberg Engineering / ASIT AG (Switzerland) W
= Stichting Centrum voor Wiskunde en Informatica CWI (Holland) @
= Aplicaciones en Informatica Avanzada AlA (Spain) Bergr
= LMU Ludwig-Maximilians University Munich (Germany)
= |nstitute Mihailo Pupin (Serbia) ""“"
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EMILI — Beyond SCADA

Adaptive Ul capabilities
EMILI Ul Situation assessment
Simulation-based Decision support

Complex information models: SOMAL
Event and action processing: ECA

EMILI ICT Simulations: SITE
Physical Models

data processing
hard wired
hard to maintain

- OOOoOO0o00C
actuators
6 " AMBERG
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Emergency Manage %
emili

Emergency Management in Large Infrastructuras

Detection

Emergency n nagement

Sted rescue

hting intervention

0 3 min 10 min 60 min
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EMILI - Emergency Management in Large Infrastructures ==

A new generation of data management and control
systems is needed.:

= More flexible data = Capacity of analysis and
management and control aggregation
capabilities extending = Ability of handling complex
current SCADA systems actions

= Ability of handling complex = “Intelligent” decision and
events decision support through

=

simulation

= Comprehensive simulation for
training purposes

= Advanced User Interface

" AMBERG
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Use Cases

The role of use cases:

= Drive the development of real-life,
generally applicable and realistic
structures

= Implement real-life emergency-
management principles

Three use cases:
= Metro

= Airport

= Power grid

" ENGINEERING
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Layout Metro station

Metro use case:
= Crossing station

= 2 lines, 2 platform
levels, mezzanine Elevator

= central platforms with
2 tracks

Line 1

Exit O

Intermediate Level South

Connection from Line 2
to Intermeadiate Level South

Ling 2 Exit B
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The EMILI Architecture e”“{éﬂf

Simulation and Training
Environment SITE
4 ™

U
Cacos @ Advanced Graphical User Interface )
4 ™
SOMAL Model
\_ v

SCADA + legacy systems
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Use Cases WP3 > SITE WP6

Control Data i

Simulators

Program WPE

WP4
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EMILI’s Achievements emilt 3

Use in/as a commercial

product: Use in R&D:

1) ISEM (AE/ASIT) 1) DURA complex external

2) EMILI emergency advisor actions (LMU)
prototype (SKYTEC) 2) EventMill (LMU)

3) MonetDB DataCell (CWI) 3) Personal training

4) Intelligent alarm environment (PUPIN)
Interpretation module 4) Airport ontology (PUPIN)
prototype (AlA) 5) iSEM (FhG)

5) Decision support system 6) SMART prototype (FhG)
for airport emergency 7) SOMAL ontology (FhG)

management including
generic EMILI SITE
infrastructure (PUPIN)

13 "‘ AMBERG
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ISEM - Optimum EM Through Physical Simulation
ISEM’s Simulation Approach

= Network-based approach for = Model simple and robust
= Person movement (egress) = well tested
= Aerodynamics and smoke = high reliability level
= Thermal model = short simulation times
= Vehicle motion = very high flexibility

d
EQ” _ Zk: Fluxes;,

Real Model (Metro station) iSEM Network Model iSEM Visualization of Model
'A AMBERG
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ISEM - Optimum EM Through Physical Simulation

Objectives and Approach

= Objectives
= Optimum support of personnel
in control rooms
= Enhanced readiness through
Training
= Approach
= “what-if” analysis (= forecast
and validation), in real time, of
different reaction strategies
= |dentification and proposition
of best reaction strategy

= Solution

= Development ISEM* for
executing comprehensive
“what-if” analysis in real time

15

Control

Virtual World
(Simulation) |

*ISEM =

Real World

Immediate ! <
Actions e
| OQ‘ c}'\o(\ A

“O‘ ‘\o(\ UI)COnt

f t GOAL
oo:l/'uu ID CO L:{I
‘____l l__LJ__i

A
I Decision R
i l H
Corrections

Simulation

» Answers (Recomm.)
Forecast

Model

intelligent Simulator for

Emergency Management
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ISEM for Decision Support emili 1

Fire Reaction:

a7dh e
Alternat. 1

- Alternat. 2
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DURA - Rule-Based Emergency-Management Language

Atomic Actions

@

Complex Actions

@

Reactive Rules

>

Complex Stateful
Events Objects

i

\./ N

Planning/
Reaction

Situation
Assessment

Data
atheri
' p AMBERG
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SMART - Graphical Rule Editor

] SIDE Editor: test

@ L &4 = G

Rule Design

@ Modelling

ER)

@ Runtime

Evert Pattern = | Rule Patterns =]

? ExternalEvent
@ Smoke
O Statecuery
O Tempersture
StateChange
9 ComplexEvent
@ ComfirmedFireysithayg
@ confirmedFire
@ ConfirmedFireState

i!] Fire =

’EEE Palette -

3| @]
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<] i

| D

MO

StateValue Classes © | Action Classes =

Statealue

9 AbstractState’alue
® test_Clas=10000

9 Physicalstate'value
@ Doorlindrea
@ Extinguisherinires
@ Sensor_area
O TestState

ML)

= Sensor_area
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Documentation 7 |

= Properties

o]

¢ General

[(Gor [ s
[ mot
¢ Condition
[ condition Black
D Statement
[ 2np
[ or
[ not

¢ Function

D Ay D Min
D Mz D Mean
D Count

¢ General Information
Clazsname
natme

¢ Attributes
tempalue
ares_jd
amoket/alue
¢ Additional
inpt

output

log

clazs de fraunhofer ..

Fire

EEO

im
]
]
]
]

ooy Text |~| [Defaul
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=
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Cornplex event five. It should be derived when both smoke and temperature events appears at runtime.
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SMART - Graphical Rule Editor
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SMART - Graphical Rule Editor

& SIDE Editor: test

R 20N Ji i

)
e Moddelling Rule Design Ruriime
@ [ o
( l] single_complex_evertdura x| single_complex_svent X 4] E @ M Scenario Editor IMDV ==
p——— INSTANCE BROWSER bl INSTANCE EDITOR &
jump-list-prey  jump-list-nesxt 'ﬂ %-Ll 5‘ E ':E @ = . §.
For Class: SCenario or Instance: ¢ zingle_comple:_evert . /\ o X||Z
17 Temperature { | &
. . o |~ 2
18 sensor_id { int }, |pt|| L ||+| ‘" x|| ~ % name Resultingin ]
tempValue int =
;3 ! v ! ' # stomic_action single_comples_svent | # zimple_fire_so e
21 END ~ | # concurrent_action —r
i # evert_cazcading HasEvents * m
23 output ] @ zingle_ce_with_state & =moke: 10.0time: 1 sensord: 1
24 EVENT # single_complex_evert & temperature: 40 time: 5 sensorld: 3 o
25 SimpleFire { # state_query # smoke: 20.0time: 8 sensorld: 3 HasDescrif
26 zensor_id { int } =imple fire
27 ¥ T
28 WITH HasRules
DETECT
£9 . . @ SimpleFire_rulg
30 SimpleFire { } « “
31 sensor_id { wvar varl } | G s
3z ¥ =
33 [od)
34 and {
35 event el Swoke {
36 sensor_id { wvar varl },
37 smokeWValue { var el swokeValue }
38 Yy
39 event e3 Temperature {

<[ output =

l/ Running single_complex_event =x r Running error single_complex_event =x r Code Emition x Input Pattern Output Pattern
Switching to: example. single_complex_sewvent:testl - @ Smoke O SimpleFire
For leaving type "oquit" @ Temperature
Proposed step: "init", "start" vI 8
sstart L
Initialized
Types
Started
; .. P Scenatio

Possible step: "stop", "gquit Documentation
=Compilation is successful. 3 Isimple fire test |

-
[«] Il [v] 4] 1 | [v]
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Metro — Emergency Advisor

}fGIobaI Map

ZEMILI

TEIILL et

15:03:01 © 02:00 min ago i saten —
et oz i — - x - » Evacuate: Platform A
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Decisions

Incident Map }
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EMILI - SITE for Training

SITE Presentation Layer - SPL

System cl Scenario | Training Session cl Mariaiia Recomm. & Decision External GUI
Administration || Modeling Editor Player Visualization 9 ‘ Support Visualization | Components
! ! ! !

Communication Layer
! ! ! !

Processing Layer - PL
SITE Application Layer - SAL

) ( Fire Propagation i
Automated Response h Smoke Pr%p%gation Recommendation and Decision Support 1

Evacuation Paths

DURA

~ Engine

SOMAL Layer «— |

| q | |

Communication Layer
! !
SITE Tangible Layer - STL SITE Data Layer — SDL (MonetDB)
SCADA fl . .=
SCADA | Emulidor SCAI?A
{ Archives
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EMILI - SITE for Training

EMILI SITE

Approve /
disapprove actions

Ask for

explanations /
justifications

emili qp

Emergency Management in Large Infrastructures

EMILI Training support

session for: usend
cenario type: fire

Warden response

EM Coordinator response
System malfunction
Simulator related events
Fire spread prediction
predictions about evacuation
in scenarios Iin

routes
order to assess m
student decision

making __a":___g:

Add complications
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Emergency Management in Large Infrastructures
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EMILI - Summary

Duration: 01.01.2010 — 31.12.2012

Total R&D budget with 3.139.228 € funded and 4.004.055 € overall
costs

7 EMILI Partners from 5 European countries
40+ deliverables

5 commercial products, 7 R&D building blocks
~ 20 publications including 1 poster award

5+ commercial dissemination events

1 PhD thesis finished

2 doctoral thesis under construction

1 Bachelor thesis at SKYTEC

2 FP7-2013 project proposals

"‘ AMBERG
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Emergency Management in Large Infrastructures

Information and Resources ts

Full documentation available on http://www.emili-project.eu

Results Software
Deliverables Technical documentation
Publications Tutorials

Direct information from the project team: mbettelini@amberg.ch

—
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